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Abstract This work presents a cloud-based, distributed architecture designed to
manage Building Information Modeling (BIM) information flows, focusing on en-
suring compliance with privacy, copyright protection, and data security standards.
As BIM models and related documentations are increasingly shared through cloud
platforms to enhance accessibility and collaboration, several critical concerns arise,
especially around the protection of sensitive data and intellectual property rights.
The proposed architecture organizes the models and document flow into modular,
distributed components, each with tailored access and encryption protocols based
on the role of the various actors involved in the process of realising a BIM-based
project.
The findings highlight how this distributed and compliant approach can improve
the efficiency of BIM collaboration while minimizing risks related to privacy and
copyright violations.
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1 Introduction and motivation

Building Information Modeling (BIM) has rebolutionsed the architecture, engineer-
ing and construction (AEC) industry. The fundamental element that defines a break-
through compared to traditional approaches, is the introduction and use of a shared
semantic structure that allows the collaboration and interaction among different
stakeholders and guarantee the querability of the data contained in the information
models.
Among the fundamental elements that characterizes a BIM-based project, the use
of a common data environment (CDE) that is an agreed source of information for
any given project or asset for collecting, managing and disseminating models, doc-
uments, data, etc. through a managed process, certainly represent one of the main.
The use of a CDE introduces several benefits such as the possibility to work in a dis-
tributed environment where different stakeholders can access to the data at the same
time providing feedback and collaboration on the project, the creation of structured
workflows that can be used to manage the information flow through the project life
cycle, the seamless collaboration on the development of the design through the use
of coordinated building information models, and the collection and distribution of
information from different locations and using different devices (notebook, tablet,
smartphone, etc.).
These benefits comes with the need of basing the CDE on a cloud environment that
should be used as the central node of the infrastructure to enable the above men-
tioned uses.
Usually, the implementation of a CDE requires the activation of one or more cloud
based tools that represent the basic infrastructure for the creation of the processes,
the integration of the users for the sharing of the data, etc.
There are several commercial tools on this such as Aconex, Autodesk Construction
Cloud, usBIM, ProjectWise, BIMcloud.
While these systems represent a clear advantage in the collaboration and in the con-
sequent improvement on the efficiency of the design and construction processes,
they open a complete new challenge considering the protection of sensitive data and
intellectual property rights.
Can be recognised several critical nodes.
First, the cloud based environment is not directly controlled by the users that access
to the cloud thorugh the hosted applications (tools) without knowing explicitely the
location, protocols, components, etc. that characterises the used infrastructure. Sec-
ond, usually there is a system admin that is identified in the team of one of the
involved stakeholders (e.g. the appointing party) that may have a conflict of interest
in the management of the data and in ensuring the compliance with privacy, copy-
right protection and data security standards.
This paper deal with the above mentioned criticalities proposing a cloud-based [16],
distributed architecture designed to manage BIM information flows, focusing on en-
suring compliance with privacy, copyright protection, and data security standards.
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2 Background

The need to share data according to a centralised data environment perspective is
not new in the AEC sector. The concept of CDE already appears in the BS 1192-
1:2007 where it was defined as a simple centralised document management system
and it has progressively evolved passing thorugh the publication of the UK BS PAS
1192-2, the Italian UNI 11337-5, and the ISO 19650-1 and 2.
Together with the efforts in the standardisation area, several works have been de-
veloped in the research one. [26] proposed a theoretical framework of technical
requirements for using BIM-server as a multi-disciplinary collaboration platform
considering the implications of a user centric technology development.
[24] explored the use of cloud computing as integration platform for BIM applica-
tions. The general collaboration topic has been in the year further explored consid-
ering specific applications such as the facility management [2], the integration of
Internet of Things (IoT) data [13], the safety monitoring [19] and the wider area of
the Digital Twin (DT) [6] dvelopment that still represents one of the most relevant
topics in the recent research.
The need of collecting, accessing, share, and use data that belongs to different do-
mains (time - 4D, cost - 5D, maintenance - 6D, sustainability - 7D but also IoT, point
clouds, GIS, etc.) opened the doors to further extend the concept of web-based col-
laboration using distributed sources with semantic web technologies [20].
All these works focuses on the technological and procedural challenges in the cre-
ation of cloud-based and/or we-based systems to improve the collaboration and op-
timize the data exchange among the AEC stakeholders also considering the topic of
interoperability and standard data formats. The possible issues related to the correct
management of the shared data considering the privacy, copyright, and data security
remain still uncovered in the current works and calls for further research.

3 Building Information Modeling (BIM) information flows

This section provides a description of the BIM information flow [23], through a
modeling in Business Process Model Notation (BPMN) to have a clear vision of the
actions, actors and artifacts involved. This modelling is shown in the Figure 1.

The following are the main steps of the BIM information flow process shown in
Figure, which for clarity of understanding has been simplified into four main phases:

1. Planning and Design Phase (includes the activities colored in green in the
BPMN):

• Definition of Objectives and Requirements: the Client or Customer, i.e.
the entity or person responsible for the project, is responsible for defining
the objectives, requirements and acceptance criteria of the project [25]. The
ISO 19650-1 [21] and PAS 1192-3 standards [11] provide guidance on how
the customer should operate and define the information requirements [7].
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Fig. 1 BPMN of Building Information Modeling (BIM) information flows

• Definition of BIM Instructions: the BIM Manager who is responsible
for managing and implementing the BIM processes within the project is re-
sponsible for developing the instructions to ensure the effective implemen-
tation of the BIM requirements. In particular, the following are defined:

– Organizational Information Requirements (OIR) [17], which are re-
quirements relating to the information needed to respond to or illustrate
the strategic objectives within the corporate structure of the customer.

– Project Information Requirements (PIR) which is a model that il-
lustrates the information requirements of the project necessary to meet
the strategic objectives of the OIR.

– Asset Information Requirements (AIR) – Information Require-
ments of the real estate asset which defines the management and tech-
nical aspects of the real estate asset, therefore the methods, procedures,
etc. Here the information relating to the tasks will be provided which
will then be integrated by the assignees themselves.

All the instructions contained in these documents can be consulted as a
guide for the management of the models and for the standardization of the
project data. The BIM Manager also draws up the BEP (BIM Execution
Plan), which details how the information and data of the project will be
managed.

• Definition of the EIR Document: the BIM Coordinator, who is respon-
sible for coordinating and aligning models and information, considering
the OIR, PIR and AIR, drafts the Exchange Information Requirements
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(EIR) [28] document that contains the requirements inherent to the ex-
change of information and defines the information management criteria,
methods and production procedures that the contractor must implement.

• Creation of the CDE: theCDE Manager who is responsible for managing
the data sharing environment prepares the Common Data Environment
(CDE) [22] which represents a central repository in which BIM data is
stored, organized and shared, and the CDE Manager ensures that the infor-
mation is secure, updated and accessible to project members.

2. Modeling Phase (includes all the activities in orange):

• Creation of the BIM Model: the BIM Specialist, who is the professional
who deals with the creation and modification of the BIM model, following
the instructions of the BEP, develops the initial BIM model.

• Model Coordination: the BIM Coordinator manages and integrates the
different BIM models from the various disciplines (architectural, structural,
plant engineering).

• Clash Detection: the BIM Coordinator performs an analysis to identify
interferences between the models. This process, called clash detection, is
regulated by the PAS 1192-6 guidelines to ensure optimal integration of
the models [18]. A Clash Detection Report is drawn up, which is a docu-
ment that reports the results of the analysis of the interferences (or ”clash
detection”) between the different BIM models. This report identifies any
conflicts between architectural, structural and plant engineering elements,
which could cause problems during construction.

3. Construction Phase (includes all the activities in light blue):

• CDE Update with Construction Data: the CDE Manager ensures that the
data sharing environment (CDE) is updated with the information from the
construction phase.

• BIM Model Update with Construction Data: the BIM Specialist updates
the model to reflect the actual construction conditions.

4. Maintenance and Management Phase (includes all the activities in violet):

• Creation of the As-Built Model: the BIM Specialist creates the final model
that represents the real state of the construction.

• Verification and Acceptance of the As-Built Model: the Client/Customer
verifies that the final model complies with the requirements and approves
the as-built and the CDE is updated with the maintenance and management
data [1].
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4 Cloud Distribuited Architecture Proposed

This section proposes a cloud-based architecture that implements the BIM informa-
tion flow described in the process illustrated in Section 3.

An architectural proposal is illustrated in Figure 2.

Fig. 2 Cloud-based architectural proposal

The architecture shown in Figure 2 follows a cloud-edge approach [10]: edge
components are highlighted in orange; server components are highlighted in pink;
cloud components are highlighted in purple. The components are described below:

• BIM devices: are the computers used by BIM Specialists to produce BIM mod-
els, and by BIM Coordinators to manage the integration of the various BIM
models produced by operators.

• Coordination Module: is a server to which the BIM Coordinator uploads all
the artefacts produced during the realisation of the BIM project. This compo-
nent maintains a versioning of the uploaded artefacts over time and performs
a Clash Detection to detect any interference between the different BIM mod-
els. If conflicts are detected, the BIM Coordinator is alerted via a norification
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system. Otherwise, the collected artefacts are uploaded to the Common Data
Environment.

• BIM Model Analyzer: is a component deployed on an on-premise server that
allows the personnel involved in the BIM project to transmit the produced arte-
facts to the ”Coordination Module”. This component has a double utility: i) it
performs a preliminary check of the correctness of the produced artefacts before
they are submitted to the ”clash detection” activity; ii) it avoids that the artefacts
are transmitted by the BIM operators to the BIM Coordinator via direct com-
munication channels (e.g. email), thus avoiding liability issues.

• CDE: is the Common Data Environment used as the central repository for all
BIM information and documents. The CDE allows all project members secure
access to information and facilitates collaboration. It allows all teams to access
up-to-date data and ensures that information is always available and structured.
It provides a version management and access control system to protect data.

• Role-driven Access Manager: is a component deployed in cloud that allows
personnel involved in the BIM project to access its artefacts. This component
provides restricted access to the artefacts based on the users’ role and permis-
sions. In this way, privacy requirements are guaranteed and copyright.

• AI Support Module: is a component that uses cloud services to perform com-
putationally onerous operations by working on the artefacts stored in the CDE.
For example, by means of artificial intelligence techniques [5, 14], the mod-
ule could allow predictive analysis (e.g. to predict the cost and implementation
time of the project), or the creation of digital twins of physical assets to carry
out simulations [8], or analysis to ‘test’ the efficiency of the project by search-
ing for escape routes of buildings [12] or checking whether the project complies
with regulations [9].

From a security point of view, the proposed architecture reduces the risks of data
loss and unauthorised access through the implementation of advanced encryption
protocols and the tracking of changes through versioning and audit trails, ensuring
greater transparency and reliability in the BIM project lifecycle [27].
In addition, the cloud-edge approach helps to reduce latency in data processing, al-
lowing faster and optimised access even for on-site operations teams, thus improv-
ing real-time collaboration and responsiveness in project information management
[15, 4].
Finally, the division of responsibilities through specific modules such as the ”Role-
driven Access Manager” ensures tighter control over access to sensitive data, im-
proving compliance with international regulations such as the GDPR and intellec-
tual property protection directives.

These elements make the proposed architecture an innovative solution adaptable
to the evolving needs of the AEC sector [3], opening the way for new opportunities
for information flow optimisation and multi-stakeholder collaboration.
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5 Conclusions and Future Works

This work proposes a distributed cloud-based architecture for the management of
BIM information flows, with a focus on compliance with privacy, copyright protec-
tion and data security requirements. The proposal is based on a modular approach
that allows the workload to be distributed and differentiated access protocols to be
implemented according to the roles of the actors involved, thus improving the ef-
ficiency and security of collaboration between the parties. The use of a distributed
architecture not only facilitates a more secure and controlled management of in-
formation, but also optimises collaboration processes in the BIM project lifecycle,
reducing the risks associated with sharing sensitive data and protecting intellectual
property.

Future work will focus on several key aspects to further improve the proposed
architecture. One priority area of development will be the integration of advanced
artificial intelligence and machine learning algorithms to support predictive analy-
sis and the automation of decision-making processes within the BIM environment.
These tools will be able to facilitate, for example, the automatic identification of
anomalies in models, the optimisation of project schedules and the forecasting of
construction costs.
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